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Summary

The PgoRéedpublic of Chimal { PRLCY)yt hmvsmbcdre owforlmdt er n
estimated at DO pmtkl]l gowvepamphete¢. efforts to 11mit
Chinese Internet users are able to access unprec

cluding those tehatedntdo i hwwmae d ulichmegnpkt as nd cyber
tween the Inteanptl hbad O mUnSrifdtissi gtnh ep onlaiicny

activiwttisl ihmeaks tah eviwteabl communicatidnsket ool . I n 1
mi coglgling has surged, resulting in dramatic case
comment on sensitive pobasiprdvensunesbe Hbweyveof
catalyst in China thdhRRh€ngovbsrsembaotrthbhmdeohepoed.
rigorous Internet cehsos shepopdypgatwemam bvdhtiwcden t h
governmemitlV mtnedr net Soabhppmliiecy makers have been e
critical of the compliance ofchamd odyS(IKAH)ernet
companies’swictetm s@Olristha p and policing activities
The development of the Internet and i1its wuse 1n C
in
be
focus of this report. Congressional interest 1in
concerns 1in a number of ways. These include the
e Thasoef the Internet as a U. S. policy tool for

and other rights in China

e Thasoef the Internet by political dissidents 1
repression that such use often provokes

e The role of WPYaSielntar bott hcomreading freedom
complying with PRC censqgrsamhidp and social <cont

e Tk development of U.S. Imnternet freedom pol i

e 2006, congressional committees and commisSs
dom and ral dhegepsmpPhbapawi { h r,e sipno n2s0e0 8,0 cr i
o! , Glo o gabnedp fott, hEoupdedi the Gl obal Net work 1Ini
elines that promotes awarregarsdi,n gl uteh edialcitgiewic
companies and theipar mpne octoswrhbemsr eheugnoavne rrnimge hntt ss
uent liyi golifodlantteetrimhedt r aiskdam of e xIpnr etshlei olnl 2and p
rhees sGl otbal OAd¢HnRBR. FBdWldilebqrm i r e U. S. companies
censorship or surveill ancree sttercihentoil nopgtyc ot thmattr it
would biaes Uf Somechmphogyg that could be used
orship or surveillance in such countries.
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tight restrictions on social networking; and the
freedom. As part of a broadameintg hpel spwynaspprada ah
range of Internet freedom programs;,priincalcuydi ng «ce
protection antdr aoinnliinnge csievciulr istoyci etwefgaroups 1in ef
communications, oorcgaacnyi zpautridboossgelse aadn d gadwareness ¢
freedom.
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Policy Overview
The PgoRéedpublic of Chimal { PRLCY)yt hmvsmbcdre owforlmdt er n

estimated at 500 million people, including an es
Twitltidhrechopging sites. Despite w oovfe rinnnfeonrtmaetfifoonr,t
Chinese Internet users are able to awecheasss unprec
erved as a 11ifel,i nscacftoarlk ipsotlsi ti v a.l'Nedtoidzmeentlsgy nt st or
anhel ped to curb mmemet aamuntedo mrpiestfolngefdfvieai al s t o
onduct affa?Thwe mlokraes oepneanbllyed t he public to enga
national level. Some gover ambkmputeldiecp airnt puetn tosn h a
licyHowee ngsthe Internet hasfojrea moweanmatnmogebe 1 e s s

ina tHonohsgmy ver s ekpedcitreidAlbah hpwietdh 1ts extens
t esrercadrpiptay a€Chluisna also has -faanc eatgegde elmnstoesrenhenatp d mu
s tlne M, O)UHHGRPr+aR®&/lHi na as one of the five countr
I nt &mrenve tnidadnede d om. According to some estimates
e serving prison s enltleyn cseesn sfiotri®vwer ittoipnige sa boonulti np

= oh B 50O

he devel opment of the Internet and i1its wuse 1in C
ncluding those related to cdhuybmmurigiht sCongndes i
nterest 1n thlei lknetd rtnoe tlhu maunfihreinglotfss wiatyhse. Th e s e
soef the Internet as a U. S. policy tool for prom
hi n au;s et hdefr t ebliymoelti t i cal dissidents 1n tthhaet PRC and
uc ho futseen provokes; and the role of U.S. I nterne
hina and cooperating with PRC censorship and so

addition to the effectiveness off odndateshing.t
ers in €hgoppe dmé€ ot mol i t.i cAallt hpouurgpho sae ss mal 1 ¢ o m1
ssidents anwlebabcrtoiavcihs tpso Juikteigcpahle tteodpl iyc sma ke up a
n o+lietsys1 @G % amf @addomdierg t a sBemewzw&h¥% ifhbt e s
er s 1usaperCohxiyn asred vwirrst ual tpor igveatt ea rnoewenwde rcghosvde r n me n
t efrimestwa ldceres ar e-db @ tohl tipamtd aphoolni®t i ¢ a |

widespoamadepotritefldgytifelt by many Chinese Int
sure for greater freedom. Although netizens
ons aimed at further controlling wald conte
active rang of services, making restricti
experts argue that the Internet in China
le to vent heir opimidbas dabane ends bdbmepp
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L written by Thomas Lum, Specialist in Asian Affairs.

2Yangi Tong and Shaohua LéiCreating Public Opinion Pressure in China: LaBgale Internet Prote$tzast Asian
Institute (Singapore) Background Brief No. 534ne 17, 2010.

3 U.S. Department of State, POHuman Rights Report: ChinMay 2012; Reporters Without Borders,
http://en.rsf.orgkeportchina,57.htmlFreedom on the N&011,http://www.freedorhouse.orgeportfreedomnet/
freedomnet2011 The top countries, in order of restrictions, are Iran, Burma, Cuba, China, Tunisia, Vietnam, and
Saudi Arabia

“Ed Zhang, ”’Does Blogs’ Blooming Meuthfhind Mdrning PosbeaefiberTh o ught Ca n
4,2011;RebeccaMa ¢ Ki nnon, “Bloggers and Cens oChiaStudiasiCenteMay Me di a i n
18,2007 John Pomfret, “UuU. S. Risks TIre with DMashingtonBast t o Fund S
May 12, 2010; Rekcca MacKinnonConsent of the NetworkeBasic Books: New York, 2012.
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licyMossuaesr, many Chinesej wasctcicefpitc ¢ thico ig otvle a th mie
hnet in order to controhlihbkegowdhgwindaae mfudngpd oactd
ch as pgpamblgitmgp,l yart,t accykbsegri a hdnet working by cri
ganizations.

Sf.foerts to promotdrbaondtmmael¢d ttheedaoaml haX@00s, p «
ve f osxswppatretmisnogr s hi p tceicrhcnuingvueenst naofidh i mlaei r use i
otecting the privacy of Cori npersedy.clfmtfieorrgmeatt i wsne r s
d communi catcioamps nti @ shBfarilojenigmagi dedgohhtyp and publi
rveill aAroceo rsdyisntge m.o s o-mensand yspstecbmaltegy has
vei thault, l,i mpewmwidt he promotion of fredldem and den
ve advocated at hber odaedveerl mappnpernet ® colpf r @th ¢ ms x ve and r
tamal s didaytbheosns @dewdt online activists 1in China
cluding the following: software and training t
mmunicate securely through evading surveillanc
berattiadlsg; amdchi sseminating information that
ternet ; devel oping means of maintaining Intern
tirely; and providing training in° online commu

I retr nCketns or s hi p
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e PRC government employs a variety of met hods
cluding website or [P adbdyr ersasu thhadroswsku entgg latn d ke y
tegmte¢ Waghecommunications company data centers
monitoring Internet service providers, Inter
istering websites and -pil ofsylbec adnediivassdasi onal a
ckdowns on Internet service providers. Some a
ernment cannot control all Internet content a
ercurrent of -demsorasnkdi p.r oBnlocaelaed & awkd bwsoir tkei sn,g s i
e sharing siteVoimel afdc ARadii wairt€deri mastsiao,d aaln g u
an rights websites, many Tai waneQGnel innecews sites
lish langumngleu dMomwg ets lodf te gl r <iIRAUNa ML P HV h e
KLQIWRQ@ B8RVWenemwmal lomlayc owaescsaisilomal.ly or selectdi
mmonly barred Internet searches and microblog
disguisedTirteefte;r etnlcee sTitananmen suppression of
d dissidents who have been involved 1n recent,
arged foreign affaiThse igsosvueersn;,meanntd rseepxouratle dnlayt ear
ousands of stgadeatnsmewmt exipews soprwebsites, bul

SRebecca MacKinnon, “Is Web 2 . RConwersalianstth:/rcorversatiom.blogs.cdmpe ech i n
MacKinnon,Consent oftfie Networkedop. cit.

6Rebecca MacKinnon, “Global I nt eRConvarsatbnMarendls, 2010a nd t he U. S. (
http://rconversation.blogs.combnversatior?01003/globatinternetfreedomandthe-us-government.htmlEthan

Zucker man, “Internet Fr eld dtHd U WH Y, Relu&@y F2UADIQ; u mvent i on, ”
http://facthai.wordpress.co2%1003/02/internetfreedombeyondcircumventiorethanzuckerman/Kelley Currie,

“Winning the Battl €BSNewsOctobar 272010;RebeaiMacKiandry Testifhony before the

House Committee on Foreign Affairs, Subcommittee on Africa, Global Health, and Human Rights, December 8, 2011

7 Routers at these gateways and Internet service providers, using algorithms as well as human editoehditesk w
and politically sensitive keywords.
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The P®kliivate Nexus

Some experts ’sarsgucec etshsa ti nChmaniant aining control ov
upon its reliance on pri Bayt d mspeoaectioaerg caiavteo risn caenndt ip
for compliance, the govedfmamedty hed ihdbdre aslyle¢e etmo ¢
relativel yldidrtder ctoetmaintain their business 11
and foreign Internet companies are required to a
and ¢ ovaittn megnea ntdllewss encpuasagiedasoE€bhp pnies t hat
have learned how t o ipmrcolsupdker Hani ldah;igsd detinnvaieraorncnhe netn
Sina Weibo, whichicof®dpgsng @gWwatferm, ided Tencent
instant messaging services.

Large Internet portals are estimated to each emp
discw¥!SsnenWeibo is said to employ approximately
expression on istesr VéiecceMaly 2606 ¥or Bing instituted a
customers are given a number of “hsatrathdtomidntge npto.i nt s
I f a Csusctaocmheer o f points falls to ®Seovyic¢hen his
provsdare often torn between proviangigngnterest:i
di scys omot he nodnec ohmapnidy,i ng wit hogotvkenmther gubdeh
which can affect their economic survival

Another aspect o’falihled ¢PpROCH dgiomvee rinnmmfeche ma €eeom oi s t h
which the experience of the Intermnet wuser 1in Chi
environments elsewhere. The’'sabwmtdameetagr vda pbrafitof
covepapdijsc odir se on ,a arnadn gsee loefc tiisvseuersat her t han w
coercive measures, such as arrests of netizens W
diluted oppsicteinemrtsdhi@hirragi me. Aldaheulghothkedy ¢
Chinese can search terms on Baidu, engage 1n soc
bl ogTwe’owti a S ohup laantdf oSFshmsa p h e n o melmeae th arveef eervreend t o 1
Chinese Olfnftiecrinaelts” Qaed oBcxr paectryt.t ¢Gh ifshas5t0 0 mi 1 1 i on
Internet users feel free and are less fearful of

communications revolution has transformed China
thus uffacreagmslt all otdalts+iam sdc oenxtpreocl 1 i ng ™'t to r e ma

Cens orGilricpumvention

Since U sbteecranimeet wi desprea20i0f) sChithae igmtelke mand an
have engaged in a game of cat andhmodébteagiwigthhnre
goversmetdf or ttsh et ,dwoedbd mtwreadl by newackgawvds i bms , a

repeat oBultheticycdwed mesweabgsei thboaacgtsmpspenndnolt her
c ommu n iocuattlieotns have allowed for an unprecedented

8 MacKinnon,Consent of the Networkedp. cit.

Loretta Chao and Josh Chin, WalStreehJournBlApsil@ 201ZRebecced o wn on I nt e
MacKinnon, Testimony before the House Committee oreign Affairs, Subcommittee on Africa, Global Health, and
Human Rights, December 8, 2011.

®Sina’s management said the aim of the measures is not to
Offenses include spreading rumors, engaging in patstitacks, calling for protests, and using homonyms to disguise
comments on censored topics. Loretta ChaeUseasofdServioes h Chi n, “

Are Punished for Posting WalSteetdournaMayaa0, 20023 MiddackWinesy Har mf ul , ”
“Crackdown on Chinese Bl ogge New YWk dimeEMay28,t2012.h e Censor s wi t h

11 MacKinnon,Consent of the Networkgedp. cit.
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co
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f oolwli nlge maceal that erupted there in July 200
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mment on social and other i1issuesheAlthough t
ssemimaws oar ofhut down the Internet, as 1t d
9

ents are publiciz.ed, if only fleetingly, onl in

r Chinese Intebrlnedknafdethan oimoosu¢ s sdlk nd BenBRC
t e;wdyseiarte Wailldlgumventing gover nméhQTlbRnt r ol s ( a

“scaling jtshenmawal ldownlbhdimg special software. Th

n

©C =g Eg0eT HTT e —~a—~AET g
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R

clude proxy servers, whichvamd ufadee@rbwtatsomewh

FPNs)which are available at a small cost (roughl

mmu n i'%Partoixoyn .s er venabd md MEPINstveartneedt vartiskrs t o

nsor simpp,uebtutenough inconvenience teoackhe epf fore
Lth i nuessedrhse.soef t hese tools is tolendatedmay ntshe g
l1iticallayc cnmarndaignega btlocHe wenee nbsehoegoeover nment oc
temptued hmde a0 Iwlh,en u¥RNs bdgan to experience i
th their acce®¥s to foreign websites.

ile remaining vigilant against Interwmet activi
tentiallpoldestadbllactingities gartehfeulP Ra(o tg otvoe r n me
neceprsavdkle the ire of th&Nogeudorsl io6nlwame popa
i’siant er hautsiioneemtuni ty, which relies upon Internc
ne dramatic exampl e, tehre cgoomwferrmmteend btbya cakne do udtopw
mestic and f ar eiingint ioaptpiowe tdeosni gmed to filter ¢
formation and Information Technology 1issued a
f t Warreee n( Dahm EYswoadrt)twart e ns i btloy belroecakt ehda r mf ul con't
enti alclhyi ladfrfeenct iomg all Chinese computers sold
orted fr onhianbersoea dl.n tMamiye tCnwad¢ ¢ onadnhdwimams ri ght
ign golveamhmeameantef ccooompmebracnmef,a catnudr er s openly op;]
, arguing that the software would under min
ensorship taontdhnactl uidteo mpaoyl eiitp ccoaml p ecd nst cefntt wa
nt ¥Onelunectdhdej tPPROAO 9gover nment announced
tion of th softwarcamwdutlidatbeandye |l Aytewdr & o
v bl

I n

rs

g
1

ol ¥YOnpu riapoeption to this method o
, WwWhere net censorship is often 1ind
a

c
I
a
n
t r
cation ha Y than other parts of China.

Y
e
€ a
t e
he

ecent Devel opments

In the pasbvoosdbacmammunivaat i ons platformsahadve repe
decline. In such cycles, Chinese Internet wusers
2Amy Nip, “HK Firms Help Mainl a Balth€hindGraing PasfMarchnl8, t he < Grea't
2011.

13 MacKinnon,Consent of the Networkedp.cit; Charl es Arthur, “Chi hheGu&idiamc ks Do wn o1
May 13, 2011.

141n January 2010, a U.S. software firm filed a lawsuit against the Chinese government for ¢apfyingiement,

unfair competition, and other legal violations in connection with the Green Dam program. AgencePFrance s ¢ , “ U. S.
Software Firm Sues Chi nes eSouthcChiraMarning Pasjarfuary6,209$2 . 2 Billion, ”

15 «

16 U.

Green Daho L aHau &l hitpl/wWechinaviewtnAugust 14, 2009.
S. Department of Stat€ountry Reports on Human Rights Practices for 2014y 2012.

Congressional Research Service 4



China, Internet Freedom, and U.S. Policy

ress thaicuopentonssues. They thenbuftaced gr ow
new opportuntiotailesse lacsp esde r ovricoewaswet iaovna i 1 a bl e .

t medium that offerwads thukl|l pooss ilkdditdcs ,ont ac
owed beyb spietresso,n aaln dw trheecne nbtl dsgesn.Giladithn@ebrimta 8 ¢ r
ob

logging.
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Wei HdMi crobl ogs)

In the short mipcarcmbl@Zlth,Esz(stiqtrsddIajihatvoe Thwei ct ot meer
according tohsooomagspygrmport aiitth“spousbt]l mpernognpih e r e ,
place for”afirded hsep enowsht, i mp8TFhemet aroeu rrceep oorft endelwys . 3
microbloggers on pl &ht olenstse rpnreotv isdeerdv ibcye nparjoovri d e r
and Tencent . They have becinala tmatkhfeec afsppmedalmo®nt of
ot her s enlsn tliwldyon2eOwlxla,mploggemiscbobke the news abc
speed train crash near the c¢ity ¢heWgmnzlkommiemat a
to control cdveaerage omntd ed SMiidariloadbd wdg shbepgomei 5 @
popul ars tshaattd soenw i ne portal s“hbaveni €€bbhegshi ghl i)}
government departments, ehndther ©.,p iomwvneermumbniankg rg ,
mintird es and officials, police depardgmé&nt s, stat e
candidhopalopPpdbeongneosrs @pened microblog account s,
Embassy in Beijing.

&KHQ *XDQJFKHQJ-V (VFDSH DQG WKH ,Q

In the case offhen Guangcheng, the blind legal advocate who in April 2012 escape€detitial house arrest in
Shandong province, found refuge in the U.S. Embassy in Beijing, and ultimately was allowed to travel with
to New York City, both Chineseveibcand Twitter helped keep supporters and reporters apprised of his statu
The comment sections of some Chinese official newssiportedly were flooded wittexpressionf support
for Chen andU.S.Ambassador Lockevho was instrumental in helping hi@hineseauthorities closed the
microblog accounts of some prominent political commentators badned search terms related to Chen,
including the following: his name, initials, and home town; phrases SUchBOLQG PDQu D Qu@od8 6
wordssucKk DV "6 KDZVKBOQYNRBMIGHR G 7K H td FhB/is éhobtRShped prisoners; and
8%  pthe United Airlines flight from Beijing to Washington.

The PRC gover nmemitn ihmisz es ttphoega gekdefde Ittdogagt ® fusn d e r mi n e
itade¢easnrhd pp,wlfiteeinescl amping down on Internet c¢commu
sensitive event, then relaxing, only to repeat t
out olntlaisnes.t epped up pressur ec eoms oSri nme sasnadg eost hoerr c
accounsprehdtorfpmopsrdize the na¥PTheadowar pmobdti c
has become particularly mnervous as mnews and r umo
the scandal involviyyngepurgad yChadg Piodg tPRParto me mb
arrest of his wife for the m2rdSrnofrapdBrtedlsh b
t er mifnoafRl&ERcount s allegedihocbamecsporanawithmBops

17 Twitter is blocked in China but still used by many Chinesgtiqularly netizens with international connections.

BKathrin Hile, “China’s T wknantiadlTinesBecember 5BA0kKeith B.Richkwegg p Peace, ”
“In China, Mi crobl eSpgiencgh PWashinftarhPesiVérahe27,201; EctZhang, op. cit..

19 For further information on Chen Guangcheng, GRS Report R42554).S-China Diplomacy Over Chinese Legal
Advocate Chen Guangcheray Susan V. Lawrence affithomas Lum

PX®Keith B. Richburg, “Chi naWaBhingtbhtPes®stoberd 80l o1 of Microblogs,
2lKathrin Hille, “China Finds I Fina@aldimesApili2s, 202 Rumours on So.
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New Regulations

ThRRC government ha snedrivsopulsanyeesds adsb ooumtg dtuheeg clen toenr n
Chinese s ociaentdy haansd dpeovieittpipoesdi ng @wveay iotf contr ol

has attempted to ®mactonaddtenmlhweita mds e @ ldheddi teiti vioeul sy
largel yed dindsuaarsmsdh irpel y on Internet Service Provide
penaditnesi hyorder t obaacvka imads thig r’sCtha ko mmgreuan iltny

2011Stahe Council edndbltiwnhamcew,@fgfthiecdS¢e¢ ate Inter nc
Informatamad tOHdEi1ikret ernet Ne wso Choeolrpd homoantsioolni dBautree a
manage nenntte ronfet whamnthents decentr adlni zeced® BRtha ay elaarrsg e
aut hor it iaetstpdamd b ot shtaevre t he i 1l nabeirlnietty utsce rman iAtl d th o u
effort ostensibly has focused upon curtailing In
information, oandootit hedontld mtg,a pitti vael s o as had a
political discourse. The central government and
provide theboffreahl naidesotri fpilichactnisotmhpflhyr mbaenr s

I nt ernewe msgcactoarpploosg onl i ;e peammemtiszer attleamet ¢ af
publ i c®Ipnl a2c0els2, new rules requiring users of soc:
real names met with oppbdbsihetanu foewo sn asmred?3o £fC hciomepsl e
Some of theyporpgeldilgi cdisend omraete dbeadmewalnl part to r
service providers, which fear that they will adyv

=
w

Internet Companies 1in Ch

As U. S. Internet c o mp a niine st heen teearreldy t2h0e0 OGh,i nseosnee n
directly or indirectly involved in PRC gover nmen
concerned some MEmbeoOoOd4of Y& Dbagtewsmabllamead ofuimtt p
holder informatitognawbhhohateseséteted in the arrests
Internet userproflink h bed mdb s t n & iwgakse ravci ccues epdr oovfi dhearv
provided information about the -maehtaceedoearfit ah&hi
Shi Tao Shi reportedly had forwardé&d informatio
anni ver slaurnye o4f, t1h%8 9, Tde ma n mé¢ n a v +rnwanikli sancYaachwmt! teo
overseas defioberMaryclgrdu®s5, a hAR@ocarusr ti © emrtiesnacre d

-
N

leaking tat2006¢crMisrosoft shut down the MSN S

Zhao Jing (a.k.a. Michael Anti) at the request o
support on his %BHoOMLElIHZAZVWbogcohe 6fring of one
rights activists also criti¢demodc’tMicym oMOSNt for b
Spates.

22 Even with the use of pseudonyms, gmeernment can track downdividuals through their IP addresses.

2Phil Muncaster, “China’s Pol TheRegistegMarch 18, 2R.2. Rdportdintee Rul e s
official press indicated both support of and opposition to the new requiremefitor real name registratio
Launches ReaNa me R e g iGlobaftimes.cndarch’l5, 2012.

24 peter S. GoodmafiYahoo Sayst Gave China Internet Datayashington PosSeptember 11, 2005.

25|n August 2005, Yahoo! boughtraughly40% stakeri theAlibabaGroup, a Chinese-eommerce business, and

turned over management of its Chinese search engine to the corip2@$2, Yahoo! sold half of this share back to
Alibaba In 2007, Yahoo! settled with the families of Shi Tao and Wang Xiaoningstatllished a Yahoo Human

Rights Fund and a fellowship at Georgetown University to support research on the Internet and human rights. In 2010,
Microsoft joined Chinese Web portal Sina.com to offer an integrated line of services including instant messaging,
blogging, and microbloggingnd newsln 2011, Microsoft began offering its Bing seatobl through Chines&/eb
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Ot her U. S. and Western companies are alleged to
goventhmteontrs or s hi p and. sBEoveekXxdmpkbe, efoi orhe early
Systems, Juniper Networ ks, Nortel-Lafe@anada, and
reportedly were 1n3iollwmetd rinne tu pignrfar dasismtrgvwlihtliunraaen,c ef 1 |
systems. According to some reports, Cisco Systen
some analysts argue helpesd consfarcsHiipg adf Itihtee PRL
monitoring of Inter nreetp ourstesrl, s &lidbccdcoec hinnsg otgy d toh «i1h
police force that can be used in the collection
imaging iwdbrrawstiimg , hmasffloor y20 laln,d heuman rights gr c
l awsui tdsi sitnr ille.gQ.icmossSrytsGtiesmeso on behaldl af mPREg ©that z
U. S. company héeékpedoPREnswvtrhddhktdmd campte haandd di
and members of the o02%Itn atwheed €FaasheuowymGlorii,g hg mo u p
Chinese rceopnopratneydl y agreed to provide networking
nicispaehiitdyy video suPveillance system.

c =0 —

8
=

respons o meo Ui tcioahpasaengigetsh dt t hey must abide b
ctohuent ries in which they operate, and that the
th the PRC government or tailoring their produ
sscogeneral counsel has made thetbmlbkewithg argu
ui pme China; filtering tephadblotgs esathat
asibl liminated,; Cisco has a written code
its ts in f#gresghocuondermenei humaohragh
mplie all U. S. govdarthmme mte srt a g wlteactthihen ss ad re
oduct rimMe detection equipment

me clonSppanies add that despitet PRICessenaomae shnlaip;
volume of information meoatdiabtlieng nc €hntmnri ax,d
er press for freedom of expression and prote
also claim Ahiaan ChndeKEer amedlamthempetitors Ww
ding Internet servi Seme a@hli tesecd neoxd pegryt si nh & +h
ested ftohaeti gmvemanlplajnmi es have promoted freedort
ou g hh atvhee ymaadles ot roubling confpromises with the
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Google: t€ubksaand Censorship

From the time Google e f,t etrheed stechaer cChh iennag immaer kgeita nitn
government clashed over c¢cen€hbrahspngandrgot her 1 s s
Google.cn, grew mostbewipdnadl y hfgaghetvndrg ser vice 1in

giantBaidu

%Steven Mufson, “China Tur ni n ¥WashingtorTRos®Aprih16,1006/; t“oCiHsod ad’ so nt o

Role in China’s CSamnkahkciseo €hronicléardnillk 2042t e , ”

27Jim Duffy, “Cisco Faces NetworkWatldJsneil 20blver China Actions, ”

2%James Temple, “How Bay Area Fi r 8nFranfiscoChsoniclkeMadchRle pressi ve G
2012.

®See Anne Broache, “Senators Wei ghnedscnet.chmays20,80088 r China Onl

Mark Chandler, Cisco Systems, Testimony before the Subcommittee on Africa, Global Human Rights and laternation
Operations and the Subcommittee on Asia and the Pacific of the Committee on International Reddtioasy 15,

2006; Mark Chandler, Cisco Systems, Testimony before the Senate Committee on the ,JJ8diotanymittee on

Human Rights and the Law, Ma®22008

30« Ce ns or e dThe @Gamhritlge Btaderit Onlirféebruary 21, 2008.
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aftleDLGX¥ Chinese company, and was tHéeleast cens.
company |l imited-—dtsofdreyedebsuts maedhtihnearn gCihniene s e v
Gmail nor 1its bl ogagnidn gt hpulsa tafvooriml, e dB Isomghgechrwo fia 1t he ¢
r i gihstssues t hat !ahmdd Miaccreods oYfath.o oOn t he whol e, Googl
with PRC censor s hsiopc ipaotlfimcg eistmswehlifl ep dosnaded a mes
t ha a blocked websit € owaasl nlaadwes ,u nraevgiuillaatbiloen sd,u ea
sug sting to the Chinese user that i1information
c ss ittoe .t hat

nuarytho et cbaltietrsceCghsienese search engine
The company asserted that, in December 20
and corporate netswoafk manwedtlhas lthrge ol
tio#fkniwhatheh®PRCbeen “Adubbatdi Blya dtheo pa,e s s
d to have targeted the Gmail accounts of
y5s oilumreccléw dpiomlgg s a mmi ng 1l anguages, of Google
ormation on U. S. weapoabi sfystegmasl dfmfiac et
e company would no longer censor results
echs engine, and po*entially its offices i1

—
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peppdrhtapsn a 1 ar gee dmacjhot ieicltr mew af nutisetedr s mo s t
Chintwgysiome of hehdmSssuphpdipemmpegge t o the PR
ment. A significant minority, masny of whom
, Beogpttead cprso or ivstmopreeasidgideddng
e analysts, the company earned an estimate
ions“atnyt Fafatcittheo,n$ 22 b i | 1% Alnt hionu gsha 1Goso gwl oer 1
med in February 2010 ntllmantd tChhe nat,t aBBeek 5 i magd «
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ment and defended its Internet policies.
es, 1 fscHawlid gr 6Gsoppegdte ,t he 1 aws and regulat
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20r1dyt Gdbogdaer altes in mainland €hina to
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g tg onvoerr nGweong l ¢ censors the Hong Kong sit
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Tom Krazit, “Google’s Cens onewslenetcondunerl§, 2099; Staven®™ofson,i nue in Ch
“China Faces Backl ash fr Washingi®PosiJanvanyd3,2010f Google Leaves, ”

32 Estimates of the number of U.S. information technology, finance, defense, and other companies targeted in this
attack ranged from 20 to 34.

33 Google representatives stated that two Gmail accounts appeared to have been lasctegatie content ofmail

communications had notbeenbreach . “ St at ement fr om Go o gWashingtohPdste w Approach
January 12,2018 e e al s o “ A Ne w The Qfficial Seople BloglanGahyild, 20107
http://googleblog.blogspot.co2(1001/nhewapproacko-china.html

“Jessica E. Vascellaro and Aar on-GB8oglelhvestigatEsaChina&Emphesf r om Cyber
Rift Emerges BetweeMahoola n d Al Wall Stteat Jotrnal J anuvary 19, 2010 ; Rebecca MackKk
Puts It s HRConversatidrhttpd/rconversation.blogsomiconversatiorghinaindex.htm| January 13, 2010.

Susan Shirk, edChanging Media, Changing Chin@xford: Oxford University Press, 2011.

%Mi guel Helft, “For Google, A Th Newavork TimeslaDuaiy #520%0i t h Li t t 1 e
%Gillian Wong, “China Deni e sWashimgton Pogtlamann26, 2016 Coagl SaHacking:
Google “No Exception to Law’,” Embassy of the People’s Rep
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Information Office accusedrthecdompéomiyt ow BRE€ing
Internet l aws . Finally, snlioaaegs @006, dohbusdayedbe
due to expire, the <companyi nsgubimi twoeudl da crreenaetwea la a
Google.cn landing page, where users could access
entering search terms or through a 11ink. Some an
Goopl search enginencmaisntahtd Bhianaeacéshedugh Hong
no direct 1ink 32f ttehre hHiovnign gK osntgr usgigtleeed for sever
s haGoeo sper oif o €h i maeanrgcihn e mar ket has flathidimn from 3
20]2whidliee sBmare has growm flmomng8 % fteo sawmer p2riod

The Gl obal Net Work Initiative

n responspegatoi culidankysaomf tahegirro uopp eorfa tUi.oSns iinnf oG hr
ommunications techhodgpgyi clbompiawikssaaidety organ
cade mi cf oernnteidt itehse, Gl obal Net woThe I @Ml ipartommsoet e( GN.
est practices related to the conduct of U.S. <co
ecdThhe. GNI adepgud ad oxegl ipproach to promote due
egahdmng A isgehtt sof principles andguviudppmwmad itng tmee
ClIndustry and i1its stakeholders amrshatwheaanprotec
igptritvacy when faced with pressures from goverrt
hese*@dmmhami es wupnadretryg oa stsheisrsdme nt s of their <compl
rinciples. Although somedhuimen &GMNildbht s ngsotips be
weak or too’sbrsawapd,orttheer sGMIr gue that the i1initiati:
real incentives for companié’s to uphold free exp

(For ¢tshme mGENEFk s hopumepnadmrd mde mp b toic @ stslpESSE@QGL]

U. S. Government A&GIodbnd to Pr
Internet®Freedom

Lol e N e e e e N

U. S. government e ff oretrsnetto fprreoendootme oapnedr aptreo taesc ta ||
cyberspace policy and progr anms .l nReelrenaasteido nianl Matyr :
Cyberspace outlines strategic and policy priorit
net wotrekcehdn o ITohggey St rategy sets out a number of goa
innovatiomcrfeasingiacoeamia’gabeitlidvtiyt vhppaclcsswsmmb n i ¢

one anotherfir esscadfoeng umafr dei xnpgr ® d s 0 oemdk o nask;s ®acnida teinohna, n cai

S’Dawn Kawamot o, HONGKangReRi rteoc tStiopp Bi d t o RELMDailwFinAnceat ent Licens
June 29, 201Mttp://www.dailyfinance.con201006/29/googlechinal

8« China Sear ch En gd wne n QinarliiteenetWaich Aprl 25, 2032, R
http://www.chinainternetwatch.cofi44thinasearchenginemarketshareby-revenueq1-2012/Mar k Lee, “Goo gl e
Loses ChinaSeardhn gi ne Mar ket Share, Resear c her DaVvid Riegspn'andBl o o mber g. ¢
David BangoGets Foot holostAngeles Tneduty 6, 20h. r ket , ”

39 Written by Patricia Maloney Figliola, Spatist in Internet and Telecommunications Policy.

40The GNI website is online &ttp://www.globalnetworkinitiative.orgddex.php The 2011 GNI annual report is
available online alittp://www.globalnetworkinitiative.ordiles/IGNI_2011_Annual_Report.pdf

41 http://lwww.globalnetworkiniaitive.orgindex.php

“?Elisa Massimino, Human Rights First, “Judge the Global Ne
31, 2011, Douglass MacMillan, “ Go o g BusinessWeelvaroh 18 20D% i ci zed Ov

43 Written by Matthew C. Weed, Analyst in Foreign Policy Legislation.
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both individual privacy and nautsiidnngpl omadyi hoerna
build unified action for creating standards in
empl oying nationale daenfde npsreo taccctto rasg ation sotp pmoasl i ¢ci o u
and focusing development resources o0dn giintcarle asi ng
system capacity and access to such systems by th
policyspfoonsiinmggaokheodopenenhancing security, enfo
ensuring military response capabilities, promot:i
security, and promoting Internet freedom.

Somebsehuwueowes questiofietdtheh®. 8bi bovgrnment to effe
Internet freedom and meet the other policy goals
national security goadlshas nteaead lgri tThei Adad tfeadr Sd
of the mostedophisvse¢ill aanebabad bDebbhbnobeguestygn t
domestically and internationally, and many repre
developed by *®UnSaddompanieSonogleehasakredemodriyati
countries including the United States have engag
increasing their requests for websites or online
restlts.

State Department/ USAID Efforts

Thet a% e Department has included Internet freedom
several years. According to the “Stsuitmeg IDe plantt enreme
where all of humanity has ecqgudltatec gy wtod knlemd wl e
on Internet freedom is grounded in international
flow of information #%n fluanndwanreyn t220 1 th,u mSenc rrei tgahrt ys .
Clinton deliveredn al mtagmometpolhewceld sspleee crhaiosed con
“t hreatshe free f1iopwChbifnandodhbant bFeenb rcuoaurnyt rliSe,s .2 0 1

Secretary Clinton recodpdnatmedd ftehmedd h. Sf.r eceo namidt noepn
Int emakipmg ticul ar refer‘“ﬂAﬂccthteosEgny:ptiannd Thean St
continues to have concerns about increasing secu
property rights online, policies Itnhtaetr nseotme ¢ ons i
freedom. Some have asserted that "WsS&.ofwidilgntgalks
surveillance technologies has bolstered claims b
exampl e, t hat argue for & ilgrhttemrneegtoviea snank ndn csoend w
“Rebecca MacKinnon, “1Int eForaignfolidyAmile3d201®, Starts at Home, ”
http://www.foreignpolicy.consrticles201204/03/The_Worlds_No_1_Threat_to_Internet_Freedom

®Jeffrey Bloomer, “Google: * Al Shatedumed8, 20R%Attp:/islatéstslatelco®/. Re mo v a l

posts201206/18/google_censorship_u_s_agencies_request_sharply_more_deletions_from_google.html
“%Department of St ahtp//wwy dtatetgeefeebtipnetffeedondhdex.him

“’Hi 11 ary Rodham Clinton, “Remar k http:#www.$tatetgowearetatyn/Fr e e dom, ” J a
201001A35519.htm

48 Hillary Rodham Clinton¢Internet Rights and Wrongs: Choices& @ 1 1 enges i n a FeNrwarydmr ked Worl d
2011, http://www.state.gowecretaryin/201102/156619.htm
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Net Freedom Taskforce

Since 1t was ¢ tGlaotbeadl ilnn t2e0rOn6e ta s IrtlehiEed ,o mt Wa s Nd 0 I © @ «
Taskforce has coordinated State Departthent polic

The dascskfthaiced by the Under Secretary of State
and the Under Secretary of State for Economic, E
implemented by the Bureau of Democracy,f Human Ri
Economic, Ener gy, and Business Affair’s (EEB), w i
regional bureaus andDRLEfieecofdihg LegaheASvanser
human rights and democratidam, owmhielfd oEEB dierl eacttesd
freedom promotion activities as they relate to i
advocacy, and corporate responsibility 1issues.

The Taskforce coordinates State Dmpiamtfmemei gf f or
countries and report on fi&RXQWHU\ BPHSRWW YV RiQn uXaPID S
S5LIKWV 3UDFWLmMHW ease Internet access 1in countries
otherwise limited; and (8)Imespoaid foeddmmtshoau
diplomacy and multilateral international fora.

Internet Freedom Promotion Activities

During the early 2000s, U.S. Internet freedom ef
circumvention, par twichu laanr lipmptonrltCamith e da ndchphcan, Fo
Internet freedom efforts on priority countries s
whet her the United States considers Internet fre
of U.S.off@egmegneypperts began to advocate a broad
Department Internet freedom activities have in f
a range of activities: censorship ciraumtgntion
(includi nngaislecaurde teex? ,cevmentcagi cnvil society g
uses of the I nt e rbmeste,d aonrdg adnei vzealtoi ppinmg IaTd advoca:q
argued that this rapid eexdpoamm saicotn voi ft i feusn dnanyg efnodra 1
activism in some cases, as foreign support might
local populations; provide targets and justifica
NGO ntten fremagtdswdsmotin fafomded poBicgowves ame
anal ysopt digé¢odal activism in repressive countr.i

Since 2008, Congress has appropriated approximat
USAlghobal InternEhe fSeecedomareyf foff tState has reque
State Department and USAID Internet freedom act.i
administereds bByurDeRalu, oSft aNeecar Ea€HArnadAffasrs (NE
allocated from the global Economic Support Fund

(HRDF), and Near East Regional Democracy (NERD)
Th®t ate Department and USAID conduct several typ
a cvtiit i e s . Technical assistance (circumvention an ¢

49n February 2011, the State Department announced the creation of the Office of the Coordinator for Cylier Issues

the Office of the Secretar¥his Office was involved in the developmentafth Pr e s i dent s International
Cyberspacegliscussed above

50 Sami ben Gharbid he Internet Freedom Fallacy and Arab Digital ActivigfatureChallenges, Bertelsmann

Stiftung, June 20, 201bftp://futurechallenges.olgtaltheinternetfreedomfallacy-andthe-arabdigital-activism/

51 bid.
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on approximately one dozen highly restrictive c¢o
assistance, which currentlyrictlioses poappticabl € nt
is provided to a broader set of countries. U.S.
following

1. Providing new Internet technologies that allc«
environments itnd oxronad si so nomlnidnec ommuni cate free
Internet, including

e circumyv
censor e

ention technologies that allow users
d
firewalls
t
t
i

i nf opnrgvaxtyi osne rbvye r s and websites to

“ .

e Interne applicaotiacms stsh dtl oxclklealw amsde cse nts o1 e
information while maintaining anonymity fro
monitoring;

e software thatcpbetrhyegtrekxr essi feomovernments
other individuals seeking to @#bhsor or bloc
attacked sites to protect information and ¢
after an attack;

e new technologies seeking to optimize Intern
communications technologies:; and

e computer and communicatiomrsmbbrlware for ac
Internet networks when repressive governmen

2 Training human rights -gevtéewvnmentalivil societ
organizations (NGOs) operatinguseam repressive

Internet communcumtvéeéonsomnntiechnol ogy, and avc

monitoring and cyberattack:;

3. Providing training in media assistance to suj
in the use of new media technologies to 1mpr
4. Responding otfo Irnetperrensesti oancces s, 1infor mation, a
repressive governments in both human rights
importance of Internet freedom, both privatel
5. Shaping international Internetolfirceye danmd nor ms
standards discussions 1in multilateral fora, i
6. Monitoring Internet freedom conditions gl obal

through Internet usage mapping software that
onl ifnoer mant i on f 1l ows and relationships between
7. Engaging th

promoting I
Inithative

e private sector to 1mprove 1its e
nternet frechban @l oball |l Ne t(werek di s

Broadcasting Board of Governors

A number of other U. S. government agencies also
Broadcasting Board of Governor sbidBdBdgas twhrnsh ove
including Voice of America (VOA) and Radng Free
coumwteenrs or s hip or circumvention software for 1nt ¢
2000s, the BBG spent alppyoxxomhe¢kp ye$&@&bime |1l noar aa
and ot herre sltnrtiecrtnientg countries to access 1its webs

Congressional Research Service 12



China, Internet Freedom, and U.S. Policy

funding has increasced. For FY2O0T1T1, Congress tran
funding frlonBitlhaet earnanfluaEconomic Assistance appr op:
censorship ciramnyverhtei mmg eenfcfyorrtesc,ei ved $9. 1 mill ]
requested $11.6 milli.on for these efforts in FY2

VOA report-mmdl ¥ ss em d@Bh ienielslei oci tizens daily with i
news stories as well as information about how to
government censorship and thereby access VOA and
the Freedpmd@oanmececth recent years to research, de
Internet users in China to snmadiraehy bitdhwse menslsig
RFArpgrAmw ¢l 8 the ChisneovacFbpfewhklftfoooa dcaster
inform the Chinese public on government <censorsh
have called for greater funding for servers and
Chi'malnternet censorship system.

Congressiwintdiile sAc t i

Membefs Congress have raised concerns, formed cau
and s pons orreedg altedgtirsglnaetti ofnr e e do mwahd anefetad oansC
Congress appropriated $50 millionF¥athWgl obal 1nt
Q9D0 millignammad BYZSO0 imi.l IPiroong rianm Fa¥20als2 i ncl ude

o]
=
[\

circumvention technology, Internet and mobile <co
advocacy skills,puranumaapylk ltei sc¢ oopfm Itsitudcyh a €lthifeow t a r 1 vy
circumvention and seculraeve otmmaumihitn a nan ¢ rlorgam.ms
congressional committees antdhe ollmmtiesnomsamad vEhihmer
inclaldengoles of U.S. Isn tceernnseotr schoi spe ar meigei snei, n fc€yhbeen
trade in Internet services, dhBepatemdectaf ]l Spa o
and CohgrelExeonsaive Commission on China include |1
annualsonebumghmts conditions in the PRC.

Hearings

e U. S. Congress, House Committee on Internati ol
Africa, Global Human Ri ghtSsubacnodmnlinttteeren aotni o n a |
Asia and 7K , @WHUQ@HW ,LRU&KULKADG BREROHNVVLRQ"
February 15, 2006.

¢ House Committee <DKRRIM@BRWLVARQaRIr)DOVH
,QIRUPDWLRQ WRo&RQIWHNVE6, 2007 .

e U. S. Congress, Senate Committee on the Judic:i
Rights an®©OREDPO QMWMHGEGRRWE&RUSRUDWH 5HVSRQVLELOLW\
5XOH RI /mZy 20, 2008.

e The Tom Lantos Human Rights Commissidhe State of Global Internet
Freedom June 18, 2009.

52Sec. 2121(g) of thEull-Year Continuing Appropriations Ac2011 Qivision B of P.L. 11210).
53 Written by Thomas Lum, Specialist in Asian Affairs.

54 U.S. Department of Stat€ountry Reports on Human Rights Practices for 2044y 2012;ChinaCongressional
Executive Commission on Chinannual Report 201,10ctober 10, 2011
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CongressionaExecutive Commission on Chin@hina, the Internet, and
Google March 1, 2010.

Senate Committee on the JudiciB8yy b c o mmi t t ee on Human Rights a
LawOREDO QWHUQHW )UHHGRP &RUSRUDWH 5HVSRQVLELOL
3DUW March 2, 2010.

House Committee 7HKH ¥fRORIOHghUHGSILIFDPHOW 7UDQVIRUP
8 6 &\BWEFEW 3ROLF\ WR $GYDQFH "HPRFUM& cehHFXU LW\ DQG
2010.

Congrefsetontalve CommE&KLHEDEHQVRUVZKLS Rl WKH
,(QWHUQHW DQG 6RFLDO OHGLD 7KH NXRRMFRO®O IDIQG 7UDGH
2011.

House Committee on Foreign Affairs, Subcommi't
and Huma BURPRWL®J *OREDO, , QeHUeQnibAe UHHG RP) 1 1 .

The Global Onl ine Freedom Act

5 o = =
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introluBRedd4TIhe@2 GOo6bad OGOHA)e hFarse eedwoonl VAeced  (
ghngnass €s and reportedly has faced resista
tirnyc.e i1its introduction, various versions of

o7
-t
o e

blish an Office of Global Internet Freedom (
al ‘e emreansetdmi ¢t PTanngd clb.uSh.t retfefso rstusc ht oi nctoeurnf e r ¢ n
revent U. S. companies from cooperating with
r ghts abuses. Key provisions have i
0 s ring rpnartsioomadimy imdewrtiniei csbhatrntas;
f or ma on to offici aslup poofr tseudc hwecbosuinttersi eosr;
to ¢ il and criminal penalties (or to W
business that provided a sear-ch engine o
ing country would be required to disclos
ip of information in response to the pol

recentH.vRe r,s31600nf roofd utcheed boi?ﬁehﬁp(h gambzeaes 8, 2
gence and transparency while, removing pr
companies from locating-rpeesrtssrancalilnyg i den
s or providing such informatiHom®R.to 1ocal
ovides that U. S. croemsptarniicetsi nl g ccactuendt riine sl nst hear I
al “proelpiocritess ‘Htthman ardidg letsswhdiuceh drielfilgeecntc et he Gui
inational Entempzraseeni f empecircatyioannh ea fOdb g a

l o'pmdnpolicies pertaining to the collection
Internet service providers “phavidel teer ®©ran
omer spwadamihnedtt,arand timely notice when acces
ved or blocked arte stthrei crtdiQrude sato wiftamyw.e d nit e ¢ hwe d
owing: a new requirement that thenUanyged St a

ri
t o
t i
1 v

“ o e

s‘t—h

F»_.Q_B

= o =0
.-

o — = =

0~ c s =

—_0 — -

55 A similar, earlier bill, the Global Internet Freedom AldtR. 48, was introduced by Represatite Chris Cox in

2003.

56 H.R. 3605was referred to the House Committee on Foreign Affairs, the House Ways and Means Committee, and the
House Financial Services Committee. On Janta2012, the House Financial Services Committee referred the

measure to the Subcommittee on Capital Markets and Government Sponsored Enterprises. On March 27, 2012, the
House Foreign Affairs Committee, Subcommittee on Africa, Global Health and Humiats Rimmended and approved

the bill.
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Further Policy Considerations

As China eecandteerrsshiag t-ZBh,siCaoamar doms 2@ayYy consider ho
Internet freedom and regulate U. Songomptawdens 1in
state anodf sbooctibetggr eater freedom and heightened r
idade funding, programming, and coordination. Cc
much money to provide to the State Department fo
apportion appropriations for di iflethewt ttoypes of
determine benchmarks for future support. Congres
the Global Online Freedom Act and the Global Net
promote human rights standaaexdprdogi diCTacd mpaarn e
company due diligence, and transparency. Congres
bet ween U. S government, private sector, and 1int
"Rebecca MacKinnon, “Gl obal Internet Freedom and the U.S. |
8Emily Cadei, “Intermnet Freedom Bill SCQTodagMarch26Re si st ance

2012, Re becca Ma cokiann odm,t er@le t Freedom and the U.S. Government
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Appendix. G1 obal Net work Initiatiyv
Core Dotamemd I mplemeiftation

GNI Members hip
The GNI is composed of:

e &RUSRUDVWLRE@EM e, Yahoo!, and Miobrsesofetr. Facebo
stdonsMay20612. Observer status 1s an opportun
actively ¢ onGNIdetroi negk ajnoi/sneipntgh g r amst a8t weéde¢l as
its principles on free expression and privac)
rene wabdret h Ftievrem.s ¢ otpse ntr dmaif ut ure member c¢com

e &LYLO VRFLHW\ RWJUD®bh]DRMLRIOOWE nWaetr for Democracy a
Technology, Committee to Prot®ct Jourmnalists,

e ,QYHVWRUNvert Group and Domini Social Investn

e $FDGHPLFV DQG DFDGHPL& IRUND &L DIVALYRQVBe r k man Cent ¢
Internet andUSoveetyf yhHanwnmnadr Rebecca MacKinnooi
America Foundation (personal capacity).

Governments are not members of the GNI, but they
GNI .

GNI Core Documents

There are three core docsumemjtesc ttihvaets daemde rtihbee Kk chye
of the participants:

e PrinomplFesscsedom of Expression and Privacy
e Implementation Guidelines

e Governance, Accountability & Learning Fr ame wc

y'—E ' ™eZ@l"—1 >727¢ =171 ™M>7Zee’"—1S—+1 >'YSEC

Principlesosdendarchiheg meonbhmirsment to collabor
r rights to freedbme ofr exgpirmllecsveplr agwid ddg mhcieg It ¥
ICT industry on how t o trse stpoe cftr,e epdroont eocft ,e xapnrd
vacy, including when faced with gove&rnment de
sonal Pafobrmapabonng companichumaa c¢commtstedsk
e s ¥tnheantt sgui d e npal iThye ®Peadinscii pl es are intended
based on intermnationally re%ognized laws and

O T T e+
= »n o8 S>n S
O ©» = =0 o0 o0

59 Written by Patricia Maloney Figliola, Specialist in Internet and Telecommunications Policy.

60 Organizations not participating in the initiative who where involved in its development include A&mnest
International and Reporters Without Borders.

61T h e GMrciplesare based olaws and standards suchthe Universal Declaration of Human Rights (UDHR),
the International Covenant on Civil and Political Rights (ICCPR), and the International Coserizsdnomic, Social,
and Cultural Rights
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I mplementation Guidelines provide more detai
the Principles into practice, and also provide t
NGOs , i,anegs aemasdemics . When faced with demands tc
or restrict communications, participating compan

e operate in a transparent manner when require
access;

e disclose to users the applicable Il aws and p
n

1
companpolicies for responding to such dema S

0
d
e provide timely ancocteiscse ttoo cuosnetresn twhheans been b1 o

communications limited due to government 71 es:t

With respect to privacy, participating companies
associated with the collectioamt iosnt oarmdget,o achedv erlect
mitigation strategies.

The guidelines are regularly reviewed and revise
evolving circumstances, and stakeholder feedback
"YZ5—S—EZ81 EE"z—+Sc’e’e¢1il ZS>—"—e1 >S-7Z 7>

The Governabrbkit Ac&olataning Esrtaankeewhoorlkd esre tgso voeurtn
structur e, goals for coll aboammplaina/m csayd t® ms p£t en
indepenédpeanrtt yt hmisrsdke s s ment of company compliance Wi
I mpl e meGiutiadteiloinnes is being phased in over three

e In Phase One (which ended in December 2010) ¢
to establish internal policies and procedur e:
Board was to approve icnrdietpeernidae nfcoer atnhde csoenlpeectte
independent assessors.

e In Phase Two (2011) independent assessors wer
of each participating company to review and ¢
implementing the Principles.

e In Phagd ahhnmneeg 2012 onwards) the Board is to
independent assessors to review the intermnal
responses to specific government demands 1 mpl
privacy. Each par tuibomipa tainn @@ ncnaump a 'y piosr tt o os t
Organization. The assessors aresto prepare T ¢
responses to government demands and evaluati:i
comp’anyesponses . Each company isoto be given
the assdsadt and final report. The Board of f
whet her the company is 1in compliance with t hce
is to be made public. The Board of the Organi
assesachgparticispactoinmmpg icaonmpea nwyi t h t he Princip

CurrlAatti vities
The GNIgoals for 2012 include
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. ncreasing membership across all constituenc:i

i
evel oping countries and emerging markets;
t

h compaamides across the I

. arrying out the fi t Phase III assessments

i

d

e deepenihgonsthipel ai
c rs
implementation of the Principles is working i
The devel opment of Phase ITIlilteoed dadhecaalkespgspmieanti tp
Th@NI has also commissioned a study to inform th
process that would enable the initiative to seek
transparent and structured manner.

Ther sfti GN3t Mud hol der Learning Forum was held in |
inviting participants from around the world. The

e public diad oRBmienompIlGNd and shared learning fr

e t he 1 aursc hr eoskepaGrNckh orn bal ancing free expressi.
national security, and law enforcement ; and

e confidential dialogue among GNI members rel at
I CTs .

Aut hor Information

Thomas Lum, Coordinator Matthew C. Weed
Acting Section Researdflanager/Specialist in Analyst in Foreign Policy Legislation
Asian Affairs

Patricia Molory Figliola
Specialist in Internet and Telecommunications
Policy
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